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Subpart A - General Provisions

§ 160.101 Statutory basis and purpose.
The requirements of this subchapter
implement sections 1171 through 1179 of the
Social Security Act (theAct), as added by
section 262 of Public Law 104-191, and
section 264 of Public Law 104-191.

§ 160.102 Applicability.

(a) Except as otherwise provided, the
standards, requirements, and i mplementation
specificati ons adopted under this subchapter
apply to the following entities:

(1) A health plan.

(2) A hedlth care clearinghouse.

(3) A health care provider who trangmits
any health information in electronic form in
connection with a transaction covered by this
subchapter.

(b) To the extent required under the Social
Security Act, 42 U.S.C. 1320a-7¢(8)(5),
nothi ng in this subchapter shall be construed
to diminish the authority of any Inspector
General, including such authority as provided
in the Inspector General Act of 1978, as
amended (5 U.S.C. App.).

§ 160.103 Definitions.
Except as otherwise provided, the falowing
definitions apply to this subchapter:

Act means the Social Security Act.

ANSI stands for the American National
Standards Ingtitute.

Business associate:

(1) Except as provided in paragraph (2) of

this definition, business associate means,
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with respect to a covered entity, a person
who:

(i) On behalf of such covered entity or of
an organized hedlth care arrangement (as
defined in § 164.501 of this subchapter) in
which the covered entity participates, but
other than in the capacity of a member of the
workforce of such covered entity or
arrangement, performs, or assgstsin the
performance of:

(A) A function or activity involving the
use or disclosure of individualy identifiable
health information, including claims
processing or administration, data analysis,
processing or admini stration, utilization
review, quality assurance, billing, benefit
management, practice management, and
repricing; or

(B) Any other function or activity
regulated by this subchapter; or

(ii) Provides, other than in the capacity of
amember of the workforce of such covered
entity, legal, actuarial, accounting,
consulting, data aggregation (asdefined in §
164.501 of this subchapter), management,
administrative, accreditation, or financial
services to or for such covered entity, or to or
for an organized health care arrangement in
which the covered entity participates, where
the provision of theservice involves the
disclosure of individually identifiable health
information from such covered entity or
arrangement, or from another business
associate of such covered entity or
arrangement, to the person.

(2) A covered entity participating in an
organized health care arrangement that
performs a function or activity as described
by paragraph (1)(i) of this definition for or on
behalf of such organized hedlth care
arrangement, or that provides a service as
described in paragraph (1)(ii) of this
definition to or for such organized health care
arrangement, does not, simply through the
performance of such function or activity or
the provision of such service, become a
business associate of other covered entities
participating in such organized health care
arrangement.

(3) A covered entity may be a business
associate of another covered entity.

Compliance date means the date by which a
covered entity must comply with a standard,
implementation specification, requirement, or
modification adopted under this subchapter.

Covered entity means.

(1) A health plan.

(2) A hedlth care clearinghouse.

(3) A health care provider who tranamits
any health information in electronic form in
connection with a transaction covered by this



subchapter.

Disclosure means the release, transfer,
provision of, access to, or divulgingin any
other manner of information outsde the
entity holding the information.

EIN stands for the employer identification
number assigned by the Interna Revenue
Service, U.S. Department of the Treasury.
The EIN isthe taxpayer identifying number
of an individual or other entity (whether or
not an employer) assigned under one or the
following:

(1) 26 U.S.C. 6011(b), which is the portion
of thelInternal Revenue Code dealing with
identifying the taxpayer in tax returns and
statements, or corresponding provisions of
prior law.

(2) 26 U.S.C. 6109, which is the portion of
the Interna Revenue Code deding with
identifying numbers in tax returns,
statements, and other required documents.

Electronic media means:

(1) Electronic storage media including
memory devices in computers (hard drives)
and any removable/transportable digital
memory medium, such as magnetic tape or
disk, optical disk, or digital memory card; or

(2) Transmission media used to exchange
information already in electronic storage
media. Transmission mediainclude, for
example, the internet (wide-open), extranet
(using internet technology to link a business
with information accessibleonly to
collaborating parties), leased lines, dial-up
lines, private networks, and the physical
movement of removable/transportable
electronic storage media. Certain
transmissions, including of paper, via
facsimile, and of voice, viatelephone, are not
considered to be transmissions via electronic
media, becausethe information being
exchanged did not exist in electronic form
before thetransmission.

Electronic protected health care
information means information that comes
within paragraphs (1)(i) or (1)(ii) of the
definition of protected health information as
specified in this section.

Employer isdefined asit isin 26 U.S.C.

3401(d).

Group health plan (also see definition of
health plan in this section) meansan
employeewelfare benefit plan (as defined in
section 3(1) of the Employee Retirement
Income and Security Act of 1974 (ERISA),
29 U.S.C. 1002(1)), including insured and
self-insured plans, to the extent that the plan
provides medical care (as defined in section
2791(a)(2) of the Public Health Service Act
(PHS Act), 42 U.S.C. 3009g-91(a)(2)),
including items and services paid for as
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medical care, to employees or their
dependents directly or through insurance,
reimbursement, or otherwise, that:

(1) Has 50 or more partici pants (as defi ned
in section 3(7) of ERISA, 29 U.S.C.
1002(7)); or

(2) Isadministered by an entity other than
the employer that established and maintains
the plan.

HCFA stands for Health Care Financing
Administration within the Department of
Health and Human Services.

HHS stands for the Department of Hedth
and Human Services

Health care means care, services, or
supplies related to the health of an individual.

Health care includes, but is not limited to,
the following:

(1) Preventive, diagnostic, therapeutic,
rehabi litati ve, maintenance, or palliative care,
and counseling, service, assessment, or
procedure with respect to the physical or
mental condition, or functional status, of an
individual or that affects the structure or
function of thebody; and

(2) Sale or dispensing of adrug, device,
equipment, or ather item in accordance with a
prescription.

Health care clearinghouse means apublic
or private entity, including a billing service,
repricing company, community health
management informati on system or
community health information system, and
“value-added” networksand switches, that
does either of the following functions:

(1) Processes or facilitatesthe processing
of hedlth information received from another
entity in anongandard format or containing
nonstandard data content into standard data
elements or a standard transaction.

(2) Receives a standard transaction from
another entity and processes or facilitatesthe
processing of health information into
nonstandard format or nonstandard data
content for the recei ving entity.

Health care provider means a provider of
services (as defined in section 1861(u) of the
Act, 42 U.S.C. 1395x(u)), a provider of
medical or health services (as defined in
section 1861(s) of theAct, 42U.S.C.
1395x(s)), and any other person or
organization who furnishes, bills, or is paid
for health care in the normal course of
business.

Health information means any information,
whether oral or recorded in any form or
medium, that:

(2) Iscreated or received by a health care
provider, hedth plan, public health authority,
employer, lifeinsurer, school or university, or
health care clearinghouse; and
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(2) Relates to the past, present, or future
physical or mental health or condition of an
individual; the provision of health careto an
individual; or the past, present, or future
payment for the provision of health careto an
individual.

Health insurance issuer (as defined in
section 2791(b)(2) of the PHSAct, 42U.S.C.
300gg-91(b)(2) and used in the definition of
health plan in this section) meansan
insurance company, insurance service, or
insurance organization (including an HMO)
that is licensed to engage in the business of
insurance in a State and is subject to State
law that regulates insurance. Such term does
not include a group hedth plan.

Health maintenance organization
(HMO)(as defined in section 2791(b)(3) of
the PHS Act, 42 U.S.C. 300gg-91(b)(3) and
used in the definition of ealth planinthis
section) meansa federally qualified HMO, an
organization recognized as an HM O under
State law, or asimilar organization regulated
for solvency under State law in the same
manner and to the same extent as such an
HMO.

Health plan means an individud or group
plan that provides, or pays the cost of,
medical care (as defined in section 2791(a)(2)
of the PHS Act, 42 U.S.C. 300gg-91(a)(2)).

(1) Health plan includes the following,
singly or in combination:

(i) A group health plan, asdefined in this
section.

(ii) A health insurance issuer, as defined
in this section.

(iii) An HMO, asdefined in this section.

(iv) Part A or Part B of the Medicare
program under title XV 111 of the Act.

(v) The Medicaid program under title
XIX of theAct, 42 U.S.C. 1396, et sq.

(v